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Primal LPN

Definition

(Primal LPN). Let D(R) = {Dkv"(R)}kneN denote a family of
efficiently sampleable distributions over a ring R, such that for any
k,n € N, Im (Dkn(R)) CR™ Let C be a probabilistic code generation
algorithm such that C(k,n, R) outputs a matriz A € R™F*. For
dimension k= k(X), number of samples (or block length) n = n(\), and
ring R = R(\), the (primal) (D, C, R)-LPN(k, n) assumption states
that

{ |AecwnR)m—mMRm£ﬁ%beAs+§

{MbﬂAeC%an%R%
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Dual LPN

(Dual LPN) Let D(R) = {ka(R)}kneN denote a family of efficiently
sampleable distributions over a ring 772, such that for any

k,n € N, Im (Dkn(R)) C R™ Let C' be a probabilistic code generation
algorithm such that C'(n — k,n, R) outputs a matriz H € R("9Hx"_ For
dimension (n — k) and number of samples (or block length)n, n = n(\),
k= k(\), and ring R = R(X), the (dual) (D,C’,R)-LPN(n— k,n)
assumption states that

{(H,b) | H& C'(n—kn,R),e & Dyo(R),b« H- e}

9 {(H,b) | HE O (n—knR),b & RH}.
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Noise Distributions

e Bernoulli noise: e + Berg/n(Fg)
e Exact hamming weight noise: e «+— HW7 (F2)

e Regular noise: e <— Regy,(F2)
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LPN-friendly Codes

What codes are secure in LPN assumption?
e Standard LPN
e Variable-Density LPN (2020,2023)
e Silver LDPC Codes (2021)
e Expander-Accumulator Codes (2022)
e Expander-Convolute Codes (2023)
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Linear Attacks

Current Attacks:
e Gaussian Elimination
e BKW Algorithm and Covering Codes
o Information Set Decoding Attacks
o Generalized Birthday Attacks
e Statistical Decoding Attacks
o ...

Linear attacks! A common framework in which an adversary is trying
to detect a bias in the LPN samples by computing a linear
combination of the samples.

from [BCG+20] VDLPN
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Bias of Distributions

Definition

(Bias of a Distribution). Given a distribution D over F™ and a vector
u € F" the bias of D with respect to u, denoted biasy(D), is equal to

biasy (D) =

]EXND |:11T . X] — EXNun [HT . X} ‘ =

T 1
]E ~ [ ° } EEErpe— 9
x~D | - X |]F| '

where Uy, denotes the uniform distribution over F™. The bias of D,

denoted bias(D), is the maximum bias of D with respect to any nonzero
vector u.
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Linear Test Framework

(Security against Linear Tests).

Let R be a ring, and let D = {Dkn}k neN denote a family of noise
distributions over R™. Let C be a probabilistic code generation
algorithm such that C(k, n) outputs a matriz H € R¥*". Let

g,n: N [0,1] be two functions. We say that the (D, C, R)-LPN(k, n)
is (e,n)-secure against linear tests if for any (possibly inefficient)
adversary A which, on input H outputs a nonzero v € R", it holds that

Pr [Hi C(k, n),v & A(H) : bias, (D) > 5(/\)] < (),

where Dy denotes the distribution induced by sampling e < Dy, y, and
outputting the LPN samples H - e.
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Minimum Distance and Dual Distance

Definition

(Minimum Distance). the smallest Hamming distance between any two
different codewords, and is equal to the minimum Hamming weight of
the non-zero codewords in the code.

If A is a generator matriz of a linear code C, then its minimum
distance write d(A)

d(A) = fthe minimum weight of a vector in A’s rowspan.

(Dual Distance). If H is the parity check matriz of C, the largest
integer d such that every subset of d rows of H is linearly independent
is called the dual distance of C.

Shen Dong (SJTU) LPN Codes for PCG and PCF January 3, 2024 12 /56



Linear Test based on Minimum Distance

For any d € N, the (D,C, R)-LPN(k, n) is (e4,n4)-Secure against linear
tests, where

[d(H) < d].

S s (Prn) s ma=Prys o

Pr[H & C(kn),v & A(H) : biasy (Dy) > 2| < na

$ . .
Pr [H<i C(k,n),v < A(H) : biasy (Dp) > er1/1(%§c>db1asv (Dkn)] <

PrHiC(k,n) [d(H) < d]
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Pseudorandom Minimum Distance

(Pseudodistance) Let C be a probabilistic code generation algorithm
such that C(k, n) outputs a matriz H € JF’QCX". For a weight parameter
0(X), we say that C(k(N\), n(\)) has pseudodistance 5(X) if for every
PPT algorithm A there is a negligible function negl such that

Pr |A(H) =% s.t. T# T and HW (:_L"TH> < on | j: g C(k, n)] < negl(\)

Computing minimum distance is NP hard. Silver, EA-Code: estimate
the minimum distance in a heuristic/empirical way.(making silver
fail...)
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Minimum Distance and Noise Rate

If |v| = d, and noise rate is r, then

1—(1—-2n°

Pr eeBerf(Fg):vT-ezl]: )

biasy (Ber” (Fy)) = (1 — 2r)¢ < 274
Leverage between minimum distance and noise rate:
As + e, s is uniformly random,d(4) = d.

o If the adversary choose 7 s.t. wt(%) < d, then 77A # 0, and 57 A5 is
uniformly random.

o If the adversary choose ¥ s.t. wi(v) > d, then by adding noise rate
make 77e looks random.
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Expander-Accumulator Code

HE EAGen(k,n,p,R)
o AL, ... 7T & Bery(R) independently, and put B = [ri[|73. .. 7] T
o A€ R™" is the Accumulator matriz, with 1’s on and below the
main diagonal, and 0’s elsewhere.

o from EAGen outputs H= BA, B € R¥" A € R™" Hec R

It’s assumed that R = Fs.
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EA-LPN Assumption

Definition

(EA-LPN Assumption,).

{(H, B) | HE EAGen(k,n, p,R), €& Dy(R), b « H- 5}

~ {(H, E) | HE EAGen(k, n,p,R),?ﬂi RN}.

According to the Linear Test Framework, we should prove that d(H) is
unlikely to be small.

HW(§T) = HW(ZTH) = HW (2T BA)
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Bound HW (7" H)

k
Denote code rate R = - Fiz pe (0,3) and § > 0. Let r € N and let
7 € F% be a vector of weight r. define & = (1 — 2p)", Then

Pr [’HW(ETH) < 6n] < 2exp (—2711 ;g:(% - 6)2>
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Markov Chain and Random Walk

o state space V

o transition matrix P € RV*V P, , = Pr[d — 7.

e a distribution over the state space 7 € RV.

e random walk by Pon V: 19 < /. For i € [n], sample z; < Py, .
e stationary distribution: 7 € RV s.t. 7P =7

e irreducible: strongly connected

e reversible: Yu,v € V, TPy, = TyPyu

o spectral gap of P

Irreducible chain has a unique stationary distribution, therefore has
unique max eigenvalue 1.
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Expander Hoeffding Bound

Theorem

(Ezpander Hoeffding Bound). Let (V, P) denote a finite, irreducible and
reversible Markov chain with stationary distribution @ and second
largest eigenvalue A. Let f:V — [0,1] with up = Ey.z[f(V)]. For any
integer N> 1, consider the random variable Sy = Zfil f(V;), where

Vo is sampled uniformly at random from V and then Vi,..., Vy is a
random walk starting at Vo. Then, for \g = max(0,\) and any € > 0
with p+ e < 1, the following bound holds:

11—\
Pr[Sy > N(u +¢)] < exp <—21 — AZ N52>
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Piling-up Lemma

1
(Piling-up Lemma). For any r € (0, 5) and any integer m, given n
random variables Xy, ..., X, i.i.d. to Ber,(F3), we have

(1—-2nr)"
2

1
Pri@l,X;=0] < B +
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EA Code Viewed as Random Walk

B=|d,...,é),¢ € Fs
H=BA=[(cGi+ - +¢c),(G+ - +é),...,6)

(ylaayn):(jT(ﬁ++C_;L)75T(C_é++c_;L)7a$ Cn

Yn =Ty i = Yir1 + TGV < i< n—1

See yn, ...,y as a random walk on state space V = {0, 1}, and each

step is a random variable Z7¢;.

wi(zT) = r, ¢; & Beﬂ;(]Fg), then by piling-up lemma:

AT L (1-2p)" 1-¢&
r[a: Ci ] 2—|— 5 5
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EA Code Viewed as Random Walk

1 (@=2p" 1-¢

P =T > _ _: _
r [x ;= 0} 5 + 5 5
0—0 01 e 126
“ . — — 2 2
transition P L 0 1o 1] [12& 1+25T

P is irreducible and reversible, and &, is the second largest eigenvalue
of P, and (2, 2) is the stationary distribution of P.
Define a function f: V — [0,1]: f0) =1, f(1) = 0, then by Expander
Hoeffding Bound we have:
Pr [HW(Z"H) < én] =Pr [}, V; < on
=Pr[Sh =XLof(Vs) =2 (1= B)n)

Sexp( 1+? Bz)
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Bound on d(H)

Use union bound for all Z € IF§ of weight 7

Theorem 3.10 Let k,n € N with k< n and put R = %, which we assume

to be a constant. Let C > 0 and set p = % €(0,1/2). Fiz

0 €(0,1/2) and put 8 =1/2 — 6. Then, assuming n is sufficiently large

ind 2 . 1l-e! 522 1
and assume R < mm{ln2 1T T 64, e} and C > 52, We have

Prld(H) = dn | g EAGen(k, n, p)] > 1 — 2Rn~ 20742,

p = O(1%2™), constant rate, Pr[d(H) = Q(n)] = 1 — 1/ poly(n)

p=0 @ , constant rate, Pr[d(H) = Q(n)] =1 — 1/n~loen),

which is negligible in n.
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Variants

@ B’s rows from exact weight distribution

e B’s rows from regular distribution

250

200

100

50 ||
) ol llk”
e T ew

=

heuristically using HW(ZT H) as d(H). Blue corresponds to exact; red
corresponds to regular; and orange corresponds to Bernoulli.
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Expander-Convolute Codes

HE ECGen(k,n,p,R)
For a ring R and parameters w, k,n € N with w << k < n, which is B’s
row weight. m € N, m < n is the size of convolutional internal state.

e Be Rk*n B;j < Berp, (R), pw = &

e convolutional code generator matriz C € R™™ upper-triangular
matriz with state size m, below the diagonal being some linear
combination of the following m columns.

o from ECGen outputs H= BC, B € R¥", C e R™" He R

Better than EA-Code, more generalized.
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EC-LPN Assumption

 Definition ... |
(EC-LPN). Let D(R) = {Dn(R)},cn denote a family of efficiently
sampleable distributions over a ring R, such that for any n € N,
Im (D,(R)) C R". For a dimension k= k(x), number of samples
n=n(k), expansion weight w= w(k) € [n], state size m = m(k) € [n],
convolving density p. = p.(k) € [0,1] and ring R = R(k), the
(D,R)-EC-LPN (w, m, k,n, p.) assumption states that

{(H,b) s.t. H<+ ECGen(w, m,k,n,p.,R),e < Dp(R,b < He)}
~ {(H, b) s.t. H+ ECGen(w, m,k,n,pe,R),b <+ Rk} :

Roadmap: also random walking on Markov chains, and bound the
visits to the state 1. But irreversible???
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EC Code Viewed as Random Walk

N T ko= k
B:[cl,...,cn],ciGFQ,cZ'(—Berpw

Yi = SjeimQijij + T G,V2<i<n

Denote the internal state by & = (yi—1, .. ., Yi_m), SO y; = L1 ¢+ &3 ;.
Prly;=1] 7]
—Pr[:c c,—O}Pr[ ]+Pr[az cl—l]Pr[a_;-To?izo}
1 1—2py,)" 1—(1-—2py,)"
:—+( 5 Pw) Pr["T* —1} —( 5 Pu) Pr[_;ToZ—O}

a;; is random(if p. = 1), but the internal state has impact on the
J 2
probability.
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EC Code Viewed As Random Walk

- Lo a1
Prly;=1]0631#0 =3
- 1—(1—-2p,)"
Priyi=1]6-1=0| = ( 5 Pw)
. 1
Prly;=0|d3-1#0 =5
- o 14 (1-2py)
Priyi=0[d-1=0| = aalt 5 )

Situation is only bad when &;_1 = 6, intuitively better than EA-Code.
Then we can view the changes of internal state as a random walk
on V ={0,1}™, and each step is y;. Imagine the transition matrix
being 2™ x 2™, but with many 0’s.

But this scale is too large to analyze, so we shrink the Markov chain.
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EC Code Viewed As Random Walk, Shrunk

Intuition: only all-0 state matter, so we only care how far is
the internal state from all-0 state.

We can group states based on the suffix of the m bits representing
the state, shrinking all the 2™ states to m — 1 states:

1,01,09,...,0p 1,0, Define p, := =U1-22u)"

1
2

Pr 2
1— o C@_\&/?

(Sl
(NI

Figure: 1, Shrunk Markov Chain, irreversible
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EC Code Viewed As Random Walk, Reversible

for some 6,, > 0, Pr[0 — 0] =1 — p,, Pr[0 =7] = p,,
Pr[? — 0] = 27 (mF0n) Pr[? 7] =1 — 27 (m+0m)  is the same as 0,y
and 7 emulates all other states, containing all different paths to 0.

1— 27(1u+9m)

9—(m+0m)

Figure: 2, Coupling Markov Chain, reversible

Reversible. Claim walking on these two Markov Chains, f(steps on ?7)
bounds f(steps on 1) because of the coupling of the two chains.
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Theorem

Let n denote the length of the random walks performed on the chains in
Figures 1 and 2, where m > logn+ 2. Starting from state 0,, of the
irreversible chain (Figure 1), let X; be the indicator of being in state 1
at step i. Starting from state 0 of the reversible chain (Figure 2), let Y;
be the indicator of being in state? at step i and then uniformly
mapping ? to {0,1} ('with probability %) Fiz § € [0,1] and k> 0.
Then, there exists 0., € [0,1) such that

ZXigdn—l%(m—l) < 1 ZY<(5n
=0 1—exp ( 21o, ) ieln)
where S,n = k

n.2*<’m+0m> D °

Conjecture: Theorem holds for all m > 2.
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Flip a Coin, But Heavier

ol mH‘_
ol
rolm
ol

@

In isteps, Sp:0pp — ...0p, =1 S1:1— -+ =01 — 0y

1 — 2~ (m+0m)
pr 1
@) —e 1@ e
9~ (m+8m) L

In isteps, S;:0—...0 =7 7 — -
So = 5y, Si(p) = (m—1) = 51(p).

=7 =0
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Fiz k> 0. Define oy = — L Then, we have with probability at least

o ~Mpr
ork .
1 —exp (—2+5T) :

HW (Z3) > HW (Z3) — k(m — 1)

1

< On— k(m— < ; <
Pr sz_an (m—1) < 5 Pr Zm_an
i€[n] exXp 2445, i€[n]

k
n-2—(m+60m) pr

where 5,« =
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Bound X[, ¥; on Reversible Chain

- 2~ (m+0m) Pr
T Dr + 2—(m+0m) ! Dr + 2—(m+0m)

)\r =1~ Pr— 27(m+9m)

Walk on the reversible chain for n steps, the time we visit 7 is bounded
by Expander Hoeffding Inequality:

21—
Pr[Ny < nity72 — €] < (1 + 2m+9mpr> exp (—22 T )\:)

And in the 7 state, suppose we walk T steps on the flipping-coin chain,

bound the time we visit 1, e = (3 — 8) T

1 —2¢?
Pr [N1§2T—e] Sexp( TE )ZXB,T
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Npy Ny = Pr [ Seq i < 6] = Pr Sy Xi < an— h(m—1)] —
’HW((&U) TH) — Pr [d([—]) < 6n— k(m— 1)}

Let w,m, k,n € N with w, m, k < n. Define R = % Fiz § € [0,1] and
k> 0. We assume that the following hold: w= Clnn for some
C>2;m= Cplogn for some Cp, > 1; R < %, C(% —5)2 > 2 and
R < ﬁ . :fi (% — )2; k> n'=C%m and k> 2In2. Then, for all
sufficiently large n,

A 1
Pr |d(G) < dn—k(m—1): G+ ECGen (w, m, k, n,Q,Fg)}

< 2Rn—(}(%—6)2+(}m+3

When R = Fay, w,m = O(logn), p. = %, secure against Linear Test.
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Empirical Method Guided

fastest(linear encoding time, cache-friendly), linear minimum time.

‘Warning: The conjectured linear minimum distance of this work has been shown to be false.
Silver codes should not be used. See |[RRT23|.

The Construction of Silver:

e Empirical estimation of minimum distance
- Brouwer-Zimmerman algorithm: solving exact minimum distance
(exponential, n < 180)
- Noise impulse method: by solving a flipped vector close to zero vector
to approximate d(H)

e Try to fit into an efficient decoder: g-ALT (better efficiency)
e Try to get better memory locality (better efficiency)
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g-Approximate Lower Triangle Matrix

(9g-ALT). If H can be transformed into the form below with only
column and row swaps, then it can be encode in O(n+ ¢*) time

© null space of H doesn’t change with only column and row swaps
@ Silver want to keep g = O(y/n) to achieve linear encoding time.

n
0 ‘
A B c
c

T
D E F g
£

o9 |————c——

Fig.9: The structure of an g approximate lower triangular matrix. The diagonal of C' should all be
ones.
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LDPC Code and Tanner Graph

(regular LDPC Code). An LDPC code with constant number of 0’s per
row and per column.

(Tanner Graph). A Tanner graph of an LDPC code with parity check
matriz H is a bipartite graph { V1, Va}, having one vertex in Vy for
each row of H(called check nodes) and one vertex in Vo for each
column of H(called variable nodes), and there is an edge between two
vertice ¢; and v; exactly when h; # 0.

1 110 00
100 1 10
N 01 0101
001011
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Tanner Graph and Minimum Distance

e We don’t want short circle, which means small d(H)

o We don’t want too many variable nodes with degree 2, if H € IE‘;“X",
if ng/m <1, d(H) = O(logn); ng/m > 1, Pr[d(H) = O(n)] >0

o It is well-known that odd column weight ¢t LDPC codes achieve
better minimum distance performance
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Standard LDPC

e well-studied security, under Alekhnovich Assumption
e g= O(n), which cannot be efficiently encoded.

2m
11 1 111 1
1 1 1 1
1 11 1 1 1
m O T (R 1
1 11 11 1
1 1 1 1111
1 11 1 1
2m
11 111 1
11 1 1
1 1 101 1 1
11 1| 1 1
1 1)1 1 |1 1
g=0(m) i1 1 1
1 11| 1 1
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Tillich-Zémor Code

e with structure H= [L||R], k= m = n/2. Lis a m X m matrix
standard sparse, R is a m X m matrix with a diagonal bind, its
ng/mis 1.

@ sublinear minimum distance due to the diagonal bind.

e fast encoding, O(n)

2m
11 1 i N
1 1 N
11 11 N
m 11 I\
1 11 N
1 1 NI
1 1 1 1 1
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Tillich-Zémor Code

The diagonal bind is concentrated, R cancelling L.

2m
1 1
L~
y\ﬁ 1
m il 1
1| 1]
2m
1 1
)
1 1
N
m },\ (N
1 1
KA
1 1
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Silver #1

e start with TZ Codes, removing weight-2 columns(i.e. degree-2
variable nodes in Tanner Graph)

e efficient encoding, g = O(1) which depends on the fixed column
weight(the hight of the left bottom).

@ much better minimum distance than TZ Codes.

_

Shen Dong (SJTU) LPN Codes for PCG and PCF January 3, 2024 47 /56



Silver #1

e start with TZ Codes, removing weight-2 columns(i.e. degree-2
variable nodes in Tanner Graph)

e efficient encoding, g = O(1) which depends on the fixed column
weight(the hight of the left bottom).

e much better minimum distance than TZ Codes. But still sublinear
due to clumping.

g=0@) 1
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Silver #1

80

50

70 -l TZ-5
60| | = Ski1-5
—+— Uniform-5

40
30
20
10

davg

0 20

60 100 150 200 300 400

m

(b) Average minimum distance of weight ¢t =5
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L
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Silver #2

o adding additional weight one diagonals below the main diagonal
prevents clumping, because there may be some 1 at bottom.

@ achieve almost linear minimum distance, close to uniform LDPC.

e keep efficient encoding, g = O(1)

2m
11 1 iyl 11
1 1 11
1 11 1111
m 1111 1 111
1 11 1
1 1 1 i 11
1 11 1 1
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Silver #2
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Silver #3, #5
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Silver #3, #5
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(a) Average minimum distance of Slv2, SIv3 vs
uniform with ¢ = 5.
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Failed Security

e A kind of convolutional code which has been studied (trubo-like
codes), but with weak internal state.

o Failed linear minimum distance at large scale: Silver was only able
to evaluate the codes of size up to n = 800 and observed minimum
distance up to 140. our attacks show that the minimum distance
of these codes stop growing at approximately8 705 or 4, 158
depending on the variant.

@ Stronger turbo-like variant with permutation matrix rather than
shifts in silver, only achieve linear minimum distance when w is
relatively small, i.e. w 5, 11 as Silver specifies.
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Possible Future Analysis

o silver-turbo-RA-EA-EC
e regular ISD
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